JlabopaTopHasa padbota Ne 4

NMpUHUMNbI NOCTPOEHUNA CeTeun
TCP/IP



PaccmaTpuBaemMbie TeMbl

> UcTtopusa passutus Internet

> Cereas moaenb OSI [SO

> CemencTtBO NpoToKo/10B TCP/IP

> Anpecanus B mpoTokose 1P

> MexaHu3Mbl KOH(DUTYPUPOBAHUS CETEBBIX
MHTEP(PENCOB

> Mapmpytu3anus naketo TCP/IP

> CucrteMa 1OMEeHHBIX UMEH DNS



UcTopusa passutus Internet

1969 . — pa3paborka cetu ARPANET

1971 . — 3JIEKTPOHHAS IOYTa

1973 r. — HayaJjo pa3padorku TCP/IP

1975 . — nepBas cetb TCP/IP

1.1.1983 — nepexog ARPANET na TCP/IPv4
1984 r. — NSFNet

1985-1994 rr. — xoMmMepumanu3anus Internet
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CtaHpapTtusauus Internet

ISOC — Internet Society, 1992 r.

IETF — Internet Engineering Task Force, 1986 r.

IAB — Internet Architecture Board

ICANN - Internet Corporation for Assigned Names and
Numbers

IANA — Internet Assigned Numbers Authority

RFC - Requests For Comments
1969-04-07: RFC 1 «Host Software»

MapT 1992: RFC 1310 «The Internet Standards Process»
MapTt 1994 RFC 1602 «The Internet Standards Process -- Revision 2»
OkTa6pb 1996: RFC 2026 «The Internet Standards Process -- Revision 3»

2008-04-01: RFC 5241 «Naming Rights in IETF Protocols»
2014-04-01: RFC 7169 «The NSA (No Secrecy Afforded) Certificate Extension»
2018-04-01: RFC 8367 «Wrongful Termination of Internet Protocol (IP) Packets»



I CeteBas mogenb OSI ISO
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5)

I CemeunctBo npotokonoB TCP/IP

Mopenb OSI

[MpnknagHon

Cemencrteo npotokosioB TCP/IP

[MTpencTaBneHus

CeaHca

TpaHCNOPTHbLIN

NFS
FTP, HTTP, Telnet
SMTP, POP3, IMAP,
XMPP, OSCAR, XDR
SSH, CIFS
RPC
TCP, UDP

CeTeBoM

IP, ICMP, npoToKONbLI MapwpyTusaunu

KaHanbHbIA

ARP, RARP

Puznyeckmnmn

Puznyeckumn




Apapecauusa B ceTax IP

[TpoTokon IP:

* CeTteBoun ypoBeHb mogenun OSI

* [lepenaért aaHHble Yyepes ceTeBble UHTepdEenChl OT
X0CTa K XOCTY

* KaxkabIn XOCT UMeeT YHUKaNbHbIN aapec

* AnnHa aapeca IPv4 - 32 6buta, IPv6 — 128 6uT

* XOCTbl MO aapecam IP rpynnmupyroTcsa B CETU

* CeTn 06beANHATCH Yepe3 MapLipyTu3aTopsl



Appec IP v4:
I — uenoe 6e33HaKkoOBOE YMNCNO

- ANInHa aapeca 32 6uta, unm 4 6anTta
— 3anucbiBaeTcs No-6amTHO Yepe3 TOYKY
— COCTOMUT U3 agpeca CeTU n agpeca XocCTa

Macka ceTu:

— CNYXKUT ANsd BblAeNEHNA aApeCa CETU
— AJINHa MAaCKWU paBHA AJInHeE aApeEeCa

Apapeca npotokona IPv4

— Ha4YMNHAETCHA C nocsieaoBatesibHOCTU €eAnNHNL,

— KOH4YaETCHd HYJIAMU

Anpec IP —193.233.68.72/255.255.255.0

11000001 11101001 01000100

01001000

IT11111T TT111111 11111111

00000000
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Knaccbl ceteun IPV4

Knacc Macka [lnana3oH aapecos

A 255.0.0.0 1.0.0.0 - 127.255.255.255
(0...)

B 255.255.0.0 128.0.0.0 - 191.255.255.255
(10...)

C 255.255.255.0 192.0.0.0 - 223.255.255.255
(110...)

D - 224.0.0.0 - 239.255.255.255
(1110...)

E ? 240.0.0.0 - 255.255.255.255

(1111...)



Apapecauun B cetax IPv4

127.0.0.0/8 - ceTtb loopback-nHtepdenca, IP 127.0.0.1/8

becknaccoBasa agpecauusa:

- OTKa3 OT BbIPOBHEHHbIX MO rpaHunuamM banta MacoK ceTeun
- NPOU3BOJIbHAA AJIMHA MACKUN CETU

- arperaums ceteu

YactHble cetn (RFC 1918, 1996 r.):
1 cetb A:10.0.0.0/8

16 ceten B: 172.16.0.0-172.31.0.0

256 ceten C: 192.168.0.0-192.168.255.0

YacTHble ceTn ypoBHSA npoBanaeposB (RFC 6598, 2012 r.):
Awnana3oH aapecos 100.64.0.0/10

J10CTyn "3 YyacTHbIX ceTen B Internet:
- MPOKCU-CcepBepbI
- TPaHCNAUMNA aapecos



Apapecauun B cetax IPv4

192.168.39.19/28:
10101000.
11111111.
00000000.

11000000.

11111111.
00000000.

11000000.
11000000.

11000000.
11000000.

10101000.

10101000.
10101000.
10101000.

10.248.239.109/12
00001010.

1111

1000.

00100111.
11111111.
00000000.

00100111.
00100111.

00100111.
00100111.

0001
1111
0000

0001
0001

0001
0001

11101111.

Address: 192.168.39.19
Mask: 255.255.255.240
Wildcard: 0.0.0.15
Network: 192.168.39.16/28
Broadcast: 192.168.39.31
HostMin: 192.168.39.17
HostMax: 192.168.39.30
Hosts/Net: 14

Address: 10.248.239.109
Netmask: 255.240.0.0
Wildcard: 0.15.255.255
Network: 10.240.0.0/12
Broadcast: 10.255.255.255
HostMin: 10.240.0.1
HostMax: 10.255.255.254
Hosts/Net: 1048574

11111111.
00000000.

00001010.
00001010.
00001010.
00001010.

1111
0000

1111
1111
1111
1111

0000.
1111.

0000.
1111.
0000.
1111.

00000000.
11111111.

00000000.
11111111.
00000000.
11111111.

11

0011
0000
1111

0000

1111
0001
1110

01101101
00000000
11111111

00000000
11111111
00000001
11111110



Appeca npotokona IPv6

Anpec IP v6:

— nenoe 6e33HakoBOe 4YmncCso

— ANVHa aapeca 128 6ut, unm 16 6ant

— 3anucbiBaeTcd rpynnaMm no 4 16-pUyHbIX LNEPLbI
— rpynnbl pa3gendioTca ABOETOUYNAMMU

— BeAyuwime Hynu rpynn MOXXHO onycKaTb

— camyto 60bLWYO rpynny HyJiem MOXHO ONyCKaTb
— MacKa 3anucbiBaeTcsl B 6ecksiaccoBon HOTauUum

2001:0db8:0000:0064:0000:0000:aa72:0004/64
2001:db8:0:64:0:0:aa72:4/64
2001:db8:0:64::aa/72:4/64

AfApec nokanbHOro nHtepgenca - ::1/128



KoHdourypauunsa ceteBbIX
NMHTepdencoB

dunsnyecknn n KaHanbHbIN YPOBEHD:

- Hanbonee pacnpoCcTpaHéHHbIN NpoTokon — Ethernet

- UMEIOTCSH YHUKAJ/IbHble CeTeBble aapeca KaHaslbHOro
ypoBHS (MAC-agpeca)

CeTeBoM ypoBeHb — IP:
- Heo6X0aMMO Ha3HAYUTb CETEBOMY MHTEpPdENCY
aapec IP n ykasaTb Macky ceTtu

KoHpurypauus ceteBbiX UHTepdencos IP:
- cTaTuyeckas

- aBTOMaTun4yeckas

- AMHaMMn4yeckas



KoHdourypauunsa ceteBbIX
NMHTepdencoB

CrtaTunyeckas KoHpurypauums:
- py4YyHas HacTpounka agpecos IP
- COXpaHsaeTCcs B HAaCTpoOMKax onepaunoHHON CUCTEMBI

ABTOMaTMyeckas KoHdbuUrypaumsa:
- aJipeca Ha3Ha4yalTca onepaLMoHHON CUMCTEMON
- aJipeca co3patoTca Ha 6base MAC-agpeca

- IPv4 : cetb 169.254.0.0/16
aZlpec XocTa — c/ay4anmHoe 4Yunucno

- IPv6 : ceTb fe80::/64
ajpec xocta — naeHtundpunkartop EUI-64



KoHdourypauunsa ceteBbIX

NHTepdeunucoB
ABTOMaTun4yeckume aapeca IPv6:
MAC: 00:18:51:61:49:5a

IPv6: fe80::218:51ff:fe61:495a/64

NnHaMunyeckas KoHpuUrypaums:

— MHpOpMaLMsa O CETU MOydaeTcs OT APYruxX XOCTOB

— BO3MOXHO MoJslydYeHue nHpopMaLumm o MapLipyTax,
NOCTYMHbIX B CETU pecypcax, u T.n.

IPv4: npotokon DHCP

Ipv6: NpoTOKOMbl AMHAMMNYECKON KOHDUrypauum IPve,
npotokon DHCPv6




KoHdourypauunsa ceteBbIX
NMHTepdencoB

DHCP:

- TpebyeTcsa cepsep DHCP

— XOCT nuwet cepeep DHCP 4yepe3 wmnpokoBellaTenbHble
3anpochl

— apecC XOCTY BblaensdeTcd Ha onpeaeneHHoe BpeM4

— MO UCTEYEHUIO apeHabl XOCT NOBTOPHO 3anpallunBaeT
aapec

— XOCTY Tak>Xe coobuiatotca MmapwpyTbl, cepBepbl DNS,
np. AdHHbIE

— B CceTU MoXeT paboTaTtb ToNIbKO oaAnH cepsep DHCP

— cepBep DHCP He MOXEeT MHULUMUNPOBATb CMEHY
aApecoB K/INEeHTOB



KoHdourypauunsa ceteBbIX
NMHTepdencoB

AnHaMmmnyeckas KoHpurypaumsa IPv6:

— MH(MOpPMaLMIO pacCblNaloT MapLpPyTM3aToOpbl CEeTH

— XOCTaM coobuiatoTca npeduKcbl ceTern U MapLupyThl

— XOCTbl Ha3Ha4aloT aapeca IPv6 B nony4dYeHHbIX
ceTdax C ucnonbzosaHmem EUI-64

— aApeca U MapLpyTbl HAa3Ha4YalTCa A1 KaXXao0u U3
aHOHCUPOBAHHbIX MapLIpyTU3aTOpaMu ceTen

— yCTapeBllasd KOHPUrypaumss aBToMaTndeckm
yaansaeTcs

[To cpaBHeHUto ¢ DHCPv4:
— MapLwpyTM3aTopbl HE BeAYyT YUYET aapecoB XOCTOB
— Henb34d nepenaTtb agpeca cepsepoB DNS v np.



KoHdourypauunsa ceteBbIX
NMHTepdencoB

IPv4:

— 06bI4HO 1 IP Ha nHTepdeunce

— UCMNOJIb3yeTCqd OANH N3 MEXaHM3MOB KOHMUrypaumnm
— aBTOMaTU4eCKOoN KOHPUrypaumm obbl4HO HeET

IPv6:

— 06bIYHO MHOro IP Ha nHTepdence

— MCNOJIb3YIOTCSA BCe AOCTYNHbI€ MEXaHU3MbI
KOHpUrypaumm

— aBTOMaTn4yeckass KOHPUrypaums Mcrnosb3yeTcs
No4yTn BCeraa

- MUMHUMaNnbHas Bblaensemas cetb — /64.
PekomMeHA0OBaHO BblaeneHne cetu /56 kaxaomy
noaknt4yeHHoMy K Internet nonb3oBaTento.



MapuwpyTtusaumsa B cetax TCP/IP

* Internet - o6begnHeHune ceten TCP/IP

* Kaxaasa ceTb MMeeT CBOU afapec CeTu

* B Kaxgoun cetn ectb 0AUH UNN HECKOJIbKO LLJTHO30B

* LLInto3 - ceTeBOe YCTPOUCTBO, BXoAsllee cpa3y B
HECKOJ1bKO CeTeWu

* LLnto3 MoxeT nepenasaTtb nakeTbl IP 3 oaHon cetun B
APYTYto

* MapLlwpyT - NyTb NakeTa OT XOCTa-UCTOYHUKA A0
XOCTa-NMPUEMHUKA

* BO3MOX>XHbIX MapLpyToB MOXeET 6blTb HECKOJ/IbKO

* Bbibop MaplipyTa — 3a4a4a LWwo3a

* Bbibop ocyuiectensgeTcsa no tabanue Mapwpytmsaumnm

* MapuwpyTnsaumnsa bbiBaeT cTaTnyeckass U AMHaMn4yeckas



MapuwpyTtusaumsa B cetax TCP/IP

Kak npaBuino, CTaTH4ECKUE MapIIPYyThl IIPOITHUCHIBAIOTCS JIJIA:

- CE€TE€H, K KOTOPHIM HEMOCPEACTBEHHO ITOJIKIIFOUYEH XOCT — 0€3 yKa3aHUsI
II1JTF034;

- CETE€H, MAPIIPYTHI K KOTOPBIM JOJDKHBI IPOXOAUTh YEPE3 U3BECTHHIC
[ITFO3bI — C YKA3aHUEM IILIFO30B;

- JIJIsL BCEX OCTAJIbHBIX CETEH — YEPE3 IILII03 MO-YMOIYAHUIO.

Bce 1u1ro3nl 1OIDKHBI OBITE B OJHOM CETH / CETSIX ¢ XOCTOM — T.€.,
CTaTUYECKH IIPONUCcaTh IPOXOAAIIUN Ye€pe3 HECKOIbKO IIIJIF030B MapIIPyT
HENB34.

JInHaMu4decKast MapIIpyTHU3alusa IIPUMEHAETCI B-OCHOBHOM Ha
LIEHTPAJIBHBIX IIJI03aX B KPYIHBIX CETAX U HA MArUCTPAJIbHBIX
MapipyTtusaropax Internet.



MapuwpyTtusaumsa B cetax IPv4

192.168.228.0/22

192.168.230.0/24

=

L1111
192.168.230.97

192.168.230.99

ﬁ

192116

o]

.230.98 192.168.230.96/29

ET

192.168.230.100/29
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MapuwpyTtusaumsa B cetax IPv4

# 1ip route show

192.168.230
192.168.230

default via

.96/29 dev eth0O src 192.168.230.100
.0/24 via 192.168.230.98 dev ethO
192.168.228.

0/22 via 192.168.230.99 dev ethO
192.168.230.97 dev ethl



MapwpyTnsaumsa B cetsax IPv6

2001:db8:abc0::/40
feg80::/64

2001:db8:abcd:8000::/52
feB0::/64

)

2001:db8:abcd::230:97/48
fe80::218:51ff:fe72:2c62/64

2001:db8:abcd::230:99/48
11 fe80::218:51ff :fecb:2e82/64

2001:db8:abcd::230:98/48
fe80::218:51ff:fed4e:7294/64 2001:db8:abcd::/48
fe80::/64

2001:db8:abcd::230:100/48
fe80::218:51ff:fea0:8a13/64



MapwpyTnsaumsa B cetsax IPv6

# 1ip

2001 :

2001

2001:

fe80

-6 route show | sed -e 's/metric.*//'

db8:abcd:8000::/52 via
2001 :db8:abcd::230:98 dev ethO

:db8:abc0::/40 via

2001 :db8:abcd::230:99 dev ethO
db8:abcd::/48 dev eth0 proto kernel
::/064 dev eth0 proto kernel

default via 2001:db8:abcd::230:97 dev ethO



(25

Cucrtema gomMmeHHbIX nMeH DNS

CoOTBETCTBHE aJipeca XO0CTa U CUMBOJILHOTO UMECHU:
e /etc/hosts

S cat /etc/hosts

127.0.0.1 localhost.localdomain localhost
: 01 localhost6.localdomain6 localhosto
e DNS

S cat /etc/resolv.conf
search example.com
nameserver 192.0.2.123
nameserver 2001:db8::1234



I Cucrtema gomMmeHHbIX nMeéH DNS

I $ host cbias.mpei.ac.ru

l ac.ru.

193.233.68.98

mpel.ac.ru.




- BKIOYEHME / BbIKNIOYEHNE NHTEpdEenca:

HacTpouka ceTeBbIX
nHTepdencoB B Linux

- NPOCMOTP COCTOAHUSA NHTepdenca: # ip link show

- MPOCMOTpP agpecoB Ha MHTepdence: # ip addr show; ip -6 addr show

- Ha3HayeHWe agpeca Ha UHTepdENiC:

#
id

(@)

ip addr add 192.168.230.100/29 dev ethO
ip -6 addr add 2001:db8:abcd::230:100/48 dev ethO

ip link show ethO
ethO: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500
link/ether 00:18:51:51:1a:dc brd ff:ff:ff:ff:ff
ip addr show ethO
ethO: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500
link/ether 00:18:51:51:1a:dc brd ff:ff:ff:ff:ff
inet 192.168.230.100/29 scope global ethO
inet6 2001:db8:abcd::230:100/48 scope global
valid 1ft forever preferred 1ft forever
inet6 feB80::218:51ff:febl:1adc/64 scope link
valid 1ft forever preferred 1ft forever

gdisc nogqueue
:ff

gdisc nogqueue
:ff
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# ip link set eth(O up;ip link set eth0O down



HacTtpouka mapwpyTtoB B Linux

- IPOCMOTP Tabnuubl MapLLpyTU3aumn:
# ip route show; ip -6 route show

H FH= H= = |

nobasrneHne mapLupyTa:

ip route add 192.168.230.0/24 via 192.168.230.98

ip route add default via 192.168.230.97

ip -6 route add 2001:db8:abc0::/40 via 2001:db8:abcd::230:99
ip -6 route add default via 2001:db8:abcd::230:97

- yaaneHvue maplipyTa:
# ip route del 192.168.230.0/24 via 192.168.230.98 dev eth0

[Mpumep Tabnuubl mapwpyTnsauun IPv4:

# ip route show

192.168
192.168
192.168
192.168
default

.230.
.230.
.238
.228

vVia

96/29 dev eth0 proto kernel scope link src 192.168.230.100
0/24 via 192.168.230.98 dev ethO

.0/24 via 192.168.230.98 dev ethO
.0/22 via 192.168.230.99 dev ethO

192.168.230.97 dev ethO



3afAaHue Ha nabopaTtopHyto




3agaHue Ha nadbopaTopHyro
paboTy

B Kaxaomn n3 ceten 3ro ypoBHS — 2 MaplipyTtusaTtopa.

Cetn LAN1-LAN4 - IPv4

Aapec nepBoro MmapLwpyTtmsaTtopa: o4ANH U3
172.18.43.214/28 172.28.10.136/27
172.25.10.108/26 172.26.21.145/25
172.20.16.182/23

AQpec BTOpOro MmaplpyTtmsaTtopa.

nepBbin UM nocnegHun IP COOTBETCTBYOLLEN CETU.

Cetn LANS5-LANS8 - IPveé.
Agpeca MapuwpyTtusaTtopoB IPv6:
gw4.local, gw5.local, gwé6.local

Anpec cepsepa DNS: 172.30.67.24
Anpec BHyTpeHHero Beb-cepsepa: www.local



3agaHue Ha nadbopaTopHyro
paboTy

ornpenenntb, B Kakyto ceTb IPv4 Bxoant nHteppenc ethO;
Ha3HauYnTb nHTEepdency aagpec IPv4 ns aton cetu;
onpenennTb 1 3a4aTb CTaTUYeCKUe MapLpyTbl A0 Ka>aou
n3 ceten IPv4 n oo BHytpeHHero cepsepa DNS;
HacTpouTb cnyXxoby DNS;

onpenenntb, B Kakyto ceTb IPv6 Bxoant nHteppenc etho;
Ha3Ha4YnTb nHTEepdency aagpec IPv6 n3 aton cetu;
ornpenennTb 1 3a4aTb CTaTUYECKUe MapLpyTbl 40 Ka>Xaou
n3 ceten IPv6 n o BHyTpeHHero seb-cepBepa;

3a4aTb MapuwpyT no-yMmondyaHuto gnga IPv6.
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