JlTabopaTtopHasa pabota Ne 1

3HaKOMCTBO
C onepaumMoHHbIMU CUCTEMaMm
ceMeucrTtBa *nix
Ha npuMepe OC ALT Linux Server
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PaccmaTtpuBaemMble TeMbl

> Uctopus pa3zutusa OC cemercTtBa Unix

> Opranmzanus (paliJIoBOM CUCTEMBbI *nix

> CtaggapTHas CTpyKTypa (paiioBOM CHCTEMBI

> 1lonp30BaTenu U OpoOLECCHl B CUCTEME

> [IpaBa gocryma K (ainam

> KOMaHIHbIM UHTEPIIPETATOP U €0 POJIb B CUCTEME

> OCHOBHEBIE KOMAH/IbI CUCTEMEI
> PaboTa ¢ mporpaMMHBEIMHA KOMIIOHEHTaMH

> MeHeIKEPHI ITaKETOB
> YipaBiieHHuE pabOTOM IEMOHOB

> BoamoxxkHocTu SSH 11 ynanéHHoi padoThl



UcTtopusa passutua OC
cemeunctBa Unix

*1964 — AT&T, GE u MTI nauanu pa3zpadorky MULTICS

*1969 — AT&T (Bell Labs) Beixoaut u3 npoekra MULTICS

*1969 — Ken Thompson, Dennis Ritchie, Douglas Mcllroy,
niepBas Bepcuss UNIX it PDP-7

*1971, Hosa0ps — Bepcust mist PDP-11 (Edition 1)

*1969-1973 — coznanue C

*1973 — Edition 4, ¢ ssgpom Ha C

*1975 — Edition 5, moarocThIO Ha C

*1974 — pactipoCcTpaHEeHHUE IO YHUBEPCUTETAM

*1978 — BSD UNIX

*1980 — Hauano kommepumanuzanun UNIX, mosiBaeHue

MHOTOYHCIICHHBIX BETBEH CUCTEMBI
*1988 — crapmapTuzanus cucteM, POSIX
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CBoboaHoOe nporpammHoe

obecneyeHue
1983 — Richard Stallman, manudect npoexkra GNU (GNU's Not Unix)

CB00O0IbI IIOJIL30BATENICH IPOrPAMM:

0. CB0OO/a 3amyCKaTh MPOTPaMMYy B JTFOOBIX IIEIISAX

1. CBoOOAa n3ydeHus padOThl IPOrpaMMEbI U aJanTaluu €€

2. CB0OO1a pacpOCTpaHSITh KOMMUU

3. CBo0OOa yay4dmiaTh IporpaMMmy U IyOJIMKOBATh YJIYUYIICHUS

CBOOOTHEIE JIUIICH3UU:

* GNU General Public License, v. 3 (GNU GPL v.3)
* GNU General Public License, v. 2 (GNU GPL v.2)
* GNU Free Documentation License

* BSD

e MIT

* Artisitic (Perl license)

* MPL (Mozilla Public License)



Linux-Cuctembil

*1987 — MINIX

*1991, cents10pp — aHOHC pa3padoTku Linux
*1991, 5 okTsa0ps — 0.02

*1994, 6 mapTa — 1.0

* CocraB Linux-cucTemsi:
aapo + yrunuTbl GNU + CTOpOHHUE TIPUIIOKEHUSA

* JIucTpuOyTHUBBHI:
Debian, Ubuntu, RedHat, Fedora, Mandriva, Suse,
Slackware, ALT Linux, ASP Linux



Apxutektypa Unix-cuctem

GUI ITonbp30BaTENBCKHE JIeMOHBI
KDE Gnome ... IIPOTrpaMMBbI Apache, Postfix

Xorg vim, mc, ... PostgreSQOL, MySQOL ...
Kommmunsarop C ba3oBbi€ YTUIIUTHI O0oouKkH
CranpaptHas ouonuoreka C [Ipoune OUOIMOTEKH

Dausbl yCTPOMCTB SAnpo CoOKeTBI

IIponeccnl dait10BbBIE CUCTEMEI [IpoTOKOJIBI

YpasiieHUE MaMATHIO JlpariBepbl yCTPOMCTB

OO6opynoBaHue
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Tunbl dbannoBbIX CUCTEM

OO0I111ero Ha3HAYEHUA

*Ext2
Ext3
Ext4
*XFS
*JFS
*ReiserFS
*Btrfs
*ISOFS (1509660)
*UDF
*VFAT
*NTFS

IIceBno-(ainoBeie
CHUCTEMBI

*procfs
*sysfs
*udevfs

CereBble (halIOBbIC
CHCTEMBI

*NFS
*CIFS

Crienaan3upoBaHHbBIE
(baJI0BBIE CHCTEMBI

*tmpfs
*jffs2
*squashfs



CtaHaapTHaA CTpyKTypa
dhannoBoun cucrembl

/boot
/bin
/etc
/home
/1ib
/tmp
/sbin
/usr
/var

HD?2

g
/userA
/userB

/bin
/1ib
/tmp
/sbin
/local
/var

HD4

>/
/bin
/1ib
/tmp
/sbin
/local
/var
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CtaHaapTHasi CTPYKTypa
I cdannoBon cuctembl

- CTpYKTypa (ailjioBOM CUCTEMBI CTaHIapTU3UPOBaAHA

I - €CTh CTAaHJAPTHBIE KATAJIOTH IS pa3MeEIIEHUs TEX WK WHEIX (paiioB
$1s -1/
bin $.ls -1 /usr/ 1 -1 fvar
b : bin
oot !
dev proc etc Sty
etc root games i
home sbin 1pclude o]
lib STV l%b oo
lib64 SYS 1¥b64 Log
lost+found  tMP libexec
media Usr logal run
mnt var sEm ool
opt share tp

X11R6



[lonb3oBaTenu u npoueccobl B
cucrteme

* KaXIbI1 TIPOIIECC BBIMOJIHAECTCS C MPAaBAMU OIPEACIEHHOTO OJIb30BATENS
eCucrtema pasimyacT MoJab30BaATENCH YU IPYMIIbI IIOJIb30BATEICH

*UID, GID — uncioBbi€ HACHTU(PUKATOPHI IOI30BATENS U TPYIIIIbI
*/etc/passwd — CIIUCOK IOJIb30BaTENCH B CUCTEME

*/etc/group — CIIUCOK T'PYIII B CUCTEME

*[Ionp30BaTen AEHSATCSI HAa OOBIYHBIX M IICEBI0-II0JIb30BATEICH
*[Tonp3oBarenb ¢ UID=0 — agxMUHHACTPATOP CUCTEMBI
*TpamuuoHHOE UM 11 Tosb3oBarend ¢ UID=0 — root

*[IepBrIit iponiecc B cucreme — nit. 3anmyckaercs sapom ¢ UID=0, GID=0
*EcTh cucTeMHbI€ BbI30BbI 114 cMeHbl UID n GID
*3menuth cBor UID moxeT Tonbko mpoiece ¢ UID=0



[lpaBa gocTtyna K cpannam

Kaxplil paisi ”MEET Biajienblia, TpyIny, U MpaBa JOCTyIa
IIpaBa nocryna:

*Read — npaBo Ha uTeHUe U3 (haiiia

*Write — mpaBo Ha 3aluCh B (DA

*cXecute — IMpaBo Ha BBINIOJHEHUE (paiina

Karanoru taxxe UMEIOT Biajelblia, TPyIy, U IIpaBa JI0CTyla
*Read — mpaBo Ha UTeHME CIIMCKa (PAMJIOB B KaTAJIOTe

*Write — mpaBo Ha 3amuch B KaTAIOT (CO3/aHue/ynaaeHue paiion)
ecXecute — mMpaBo HA MEPEXO B KATAJIOT

3anucep npas:
* rwx  — IIpaBO HA YTECHHUE, 3aIIMCh U BHIIIOJIHECHUE
e rw—  — IIPaBO Ha YTCHHUE U 3aMHCh
e r——  —IIPABO HA YTCHUE U 3aITUCh



[MlpaBa gocTtyna K hannam

S 1ls -1 ~

UTOTO 8

drwx—-—-————-— 2 student student 4096 deB
—-rw—-r—--r—-- 1 student student 0O deB
drwx———-——-——-— 2 student student 4096 desB
$ 1s -1 /var

UTOTO /2

drwxr-xr—-x 2 root root 4096 Anp 19
drwxr-xr-x 4 root root 4096 d®er 15
drwxr-xr-x 2 root root 4096 Amp 19
dr-xr-xr-x 2 root root 4096 Amp 19
drwxr-xr-x 11 root root 4096 ®er 9
drwxr-xr-x 14 root root 4096 der 20
lrwxrwxrwx 1 root root 10 deB 5
drwxr-x—-—-- 2 root nobody 4096 Amp 19
drwxrwxrwt 2 root root 4096 Amp 19
drwxr-xr-x 3 root root 4096 demB 15
drwx—————- 2 root root 4096 Amp 19
S 1s -1 /bin/su

-rws—-—-x--- 1 root wheel 23712 OxT 18

19 17

2007
08:32
2007
2007
15:29
07:32
13:22
2007
2007
09:24
2007

:30 Documents
20 08:
19 15:

03 file.txt
59 tmp

adm

cache

db

empty

lib

log

mail -> spool/mail
nobody

tmp

WWW

yp

2006 /bin/su



I KoMaHAOHbIN MHTepnpeTaTop U '3
ero ponb B cUCTeMe

*O0ecIeuyrBaeT I0JAb30BATEIBCKUN MHTEP(DENC KOMAaHIHON CTPOKHU

*[103BOJISIET TTOJIL30BATEIIO 3aITYCKATh POrPAMMBI

*][IpenocraBisieT BO3MOKHOCTh CO3JIaHHUSI M UCIIOJHEHUS (hailaoB C
MOCJIEAOBATEIILHOCTAMU KOMAaHI — CKPUIITOB

*[IMmeeT HAOOp BCTPOCHHBIX KOMaH]I

*HacTh CUCTEMHBIX YTUJIUT, B T.4. YIIPABIECHUSA IIPOLIECCAMHU
3aIlyCKa / OCTAaHOBKH CUCTEMBI, HAIIMCAHBI Ha S3bIKE KOMAHIHOIO
UHTEPIIPpETATOPA

CymiecTByeT psJl KOMaHIHBIX HHTEPIPETaTOPOB:
sh, csh, tsh, bash, zsh ...

OO0mmi popMaT BbI30Ba KOMaHbI BBITIISIUT CIACAYIOMIUM 00Pa3oM:

$ command -f --flag --key=parameter argumentl agrument?2



OcCHOBHbIe KOMaHAbl CUCTEMbI

CwMmena karanora:

[IpocmoTp karasora:

Co3maHue Karajaora:

YnaneHue Kkarajiora:

Ynanenue ¢aiina:

M3MeHeHune AaThl/CO3IaHNUE ITyCTOro (hamma:

[IpocmoTp TekcToBOTO (hamna:
[ToakpaHHBIN IPOCMOTP (haiina:
[IpocMoTp Havaa (anna:
IIpocMoTp KOHIIA (haiina:

M3MeHeHue npaB A0CTyIIa K (aiy:
M3MmeHeHune Biaagenblia dana:

Penmakrop:

cd

Is
mkdir
rmdir
rm
touch

cat
less

head
tail

chmod
chown

vl / vim
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PaboTa ¢ nporpaMMHbIMU
KOMMOHEHTaMM

OcHOBHas 4acTh MPOTPAaMMHOr0 00€CIIEYCHUS JOCTYITHA B BU/IE
MCXOIHBIX KOJIOB.

JlucTpuOyTHB — HA0OP MPOTPAMMHBIX ITAKETOB, HACTPOCHHBIX JIJIS
COBMECTHOM pabOThI B CUCTEME.

Cy1iecTByeT O0IBIIOE YUCIO PA3IUUYHBIX JUCTPHUOYTHUBOB:
- oomrero HazHaueHuA: Debian, Ubuntu, RedHat, Fedora, Suse, Mandriva,

ALT Linux, Astra Linux, ROSA Linux.
- cnenuanbHOro HazHaueHus: OpenWRT, RIP, DBAN, ...

Kak mpaBuiio, mporpaMMHbIE MAKEThl MCIIOJIB3YIOT APYTrHe IPOrpaMMHBIC
IIaKeThl — B BUJIC pa3jielisieMbIX OUOIMOTEK, BHEITHUX HCIIOIHSIEMBIX
(baiaoB, U T.M.



PaboTta ¢ nporpaMmmMHbIMMU

YTunura
B

buonnoreka
\WY

KOMMNOHEHTaMH
[Iporpamma
A
y
¢ bubnanoreka
buobnunoreka 7
Y
A4
bubnuoreka

Y

buonuoreka
glibc

X




MeHenXepbl NaKkeToB

MeHemxepsl MaKkeTOB:
- .deb — dpkg (Debian Package manager) - Debian, Ubuntu

- .rpm — RPM Package Manager — RedHat, Fedora, Suse, ALT Linux, ...

OcHoBHag yrunuta RPM — rpm

RPM otcnexnBaeT 3aBUCUMOCTH B OTAEIbHBIX ITAKETAX .Ipm.
COBOKYITHOCTb IAKETOB — PEMTO3UTOPHH.
B peno3utopuu (B uacalie) 3aBUCUMOCTH MEKTY aKeTaMH 3aMKHYTHI.

B ALT Linux anst opranv3amnyy perno3uTopus UCIOIb3yeTCs
APT (Advanced Packaging Tool)



MeHenXepbl NaKkeToB

Hactpoiiku APT: /etc/apt/sources.list, /etc/apt/sources.list.d/*

3aIumch O PEMO3UTOPHUH:

#rpm [pl0] ftp://ftp.altlinux.org/pub/distributions/ALTLinux/pl0/branch x86 64 classic
#rpm [pl0] ftp://ftp.altlinux.org/pub/distributions/ALTLinux/pl0/branch noarch classic

Pabora ¢ APT:

# apt-get update

# apt-get dist-upgrade

# apt-get install <package>

# apt-get remove <package>

# apt-cache search <HazBaHue>



YnpaBrieHne pabotou
OeMOHOB

HCMOH — TPpaAUIIUOHHOC HA3BAHUC IJIX1 HCUHTCPAKTHUBHLBIX IIPOI'PAMM.

VYrpasieHueM MOpsSAKOM 3arpy3Ky 3aHUMAKOTCS. CUCTEMbl MHUITHATN3AIUHN
sysvinit, systemd, Upstart, Runit, Launcd, Initng, ...

YpoOBHHM 3arpy3Kd CUCTEMBI IS Sysvinit:

0 — ypOBEHb OCTAHOBKH CHCTEMBI

1 — ogHOMOIB30BATEIBCKASI CUCTEMA

2 — MHOTOIIOJb30BAaTEIbCKASL CUCTEMA O€3 CETEBOM MOAACPIKKU
3 — MHOTIOIIOJIb30BaTEILCKASL CUCTEMA

4 — TIpeaoCTaBICHO JJI1 KOHKPETHBIX CUCTEM

5 — MHOTOIIOJIb30BATEIILCKASL CUCTEMA C IIOACPKKOM rpahuKu
6 — ypOBEHbB IEpPE3arpy3Ku CUCTEMBI

IIepexoa MexXay YPOBHSIMHU OCYILIECTBISCT 1nit



BoamoxHoctn SSH ans
yOarieéHHou paboThl

SSH:
* CEpBEp M KIMEHT JJ1s YAad€HHOW paOOThI C CHCTEMaMH,
* IIPOTOKOJ 0OMEHa MH(pOpMAIMEN MEXTY KIUEHTOM U CEPBEPOM.

CyIIeCcTBYET HECKOJIBKO peann3anui SSH 1mo1 pa3HbeIe onepaluoOHHbIE
Cucrtemsl — Linux, Un*x, Windows, Android, IOS u ap.

CoeMHEHNE MEXKTY KIIMEHTOM M CEPBEPOM — 3AITUIIEHHOE.

[logkmroueHre KIMEHTA BBITIOJIHAECTCSA C MPaBaMU YKA3aHHOTO
[IPpY MOJKIFOUYEHUM OJIB30BATENS CEPBEPA.

ABTOpH3aIUs KIMEHTA MOXKET OBITh:
* ITIapOJIbHAS
® C UCTIOJIb30BAHUEM AJITOPUTMOB OTKPBITHIX KIIFOUEH.
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BoamoxHoctn SSH ans
yOarieéHHou paboThl

SSH nmo3BoJser:
* IIOJYYMThH YIAIEHHYIO HHTEPAKTUBHYIO KOHCOJIb Ha CEPBEPE:
$ ssh <user>@<server>

* BLINIOJIHATH KOMAHJy Ha CEPBEPE:
$ ssh <user>@<server> <command>

* mepenaBaTh (PaiIbl MEXKIY KIUNEHTOM B CEPBEPOM
$ scp <user>@<server>:/remote/file /local/file
$ scp /local/file <user>@<server>:/remote/file

Co3nanue KIro4de Ha KIINEHTE:
$ ssh-keygen [-t <type>] [-f /path/to/key]

Twun xnroya:

* dsa : kmroun DSA, ycrapenu, TOIBKO JJISI CTapbIX CUCTEM,

* rsa : Kkiroun RSA, pekomeHnayercs aivHa kiaroda — 2048 uinu 4096 our,
* ¢d25519 : kmroun ED25519, npeanodTuTeIbHO IS HOBBIX CUCTEM



(2

3afAaHue Ha nabopaTtopHyo
paboTy

* BbINONHUTb YAANEHHYO perncrpayunto B CUCTEMeE.
* 13y4ynTb CTPYKTYpPY KaTanoros cepeepa.
* [locMOTpeTb AOCTYMNHbIE KOMaHAbl B CUCTEME, BbI3BaTb CMPaBO4YHOE PYKOBOACTBO
Mo KaknuM-nnbo mn3 Hux.
e Co3aaTb TeKCTOBbIN hann, NCNoNb3ys peaakTop vi.
* Mcnonb3ys KOMaHAy su, NOY4YUTb NPUBUNETrNN CYNeprnosib30BaTensd CUCTEMBbI.
* I3MeHUTb Naposin Noab3oBaTesns U Cyneprnosib3oBaTens CUCTEMbI.
* Co3paTb HOBYIO YYETHYIO 3annUCb NMoJib30BaTen4.
* 3aperncTpnupoBaTbCs B CUCTEME Mo CO34aHHbIM B N. 7 Mnosb3oBaTeneMm, ybeantbcs
B BO3MOXHOCTU UCMNONIb30BAHNS UM KOMaHAbI su.
YaanunTb YYETHYHO 3anncCb NMoJib3oBaTend student.
* [ToNYy4YNTb CMUCOK MAKETOB, YCTAHOBJ/IEHHbLIX B CUCTEME.
HacTponTb CNMCOK peno3nTopmeB NakeToB AN CUCTEMbI apt-get.
* [MpoBecTn 06HOBIEHNE CUCTEMbI A0 TEKYLLEro COCTOSAHMNS PEerno3nTopus.
* YcTaHOBUTbL Beb-cepBep lighttpd, 3anyctuTtb cepBep. NpoBeputb paboTy Beb-cepBepa.
* HacTpouTb ero aBToMaTU4YeCcKMi 3anyckK rnpu 3arpy3ke CUCTeMbI.
* [lepe3arpy3ntb CUCTEMY.
* Y6eantbcs, 4UTo Beb-cepBep lighttpd aBTOMaTnueckn 3anyCcTusica nocne nepesarpysku
CUCTEMBI.
* HacTpouTb AOCTYN MO OTKPbITOMY KJIIOYYy K TECTOBOMY cepBepy SSH.
* PaamectuTb (hann c NoNy4YeHHOW OT TEeCTOBOro cepsepa SSH uuTaTton Ha Beb-cepBepe.



PopmaT AaHHbIX K
naboparopHou pabote

BupryanbHEM cepBep: lab-99.edu.cbias.ru VEID: 230199
Login: student
Password: password

LJOCTyIl K BUPTYAaJIbHOMYy Ccepbepy 0 SSH:
VMmss cepBepa: ssh.edu.cbias.ru
Homep mnopta: 22199

JocTymn k cepBepy mo HTTP: http://lab-99.edu.cbias.ru

YCTaHOBJIEHHAS B BUPTYAJIBHOM CEPBEPE CUCTEMA :
ALT Linux Server 10.0 x86 64 (branch pl0)

CIMCOK PEINO3UTOPUES :

rpm [pl0] ftp://ftp-distr/ALTLinux/pl0/branch x86 64 classic
rpm [pl0] ftp://ftp-distr/ALTLinux/pl0/branch noarch classic
rpm http://ftp.ossg.ru/APT/APT x86 64 ALT pl0O OSSG plO

rpm http://ftp.ossg.ru/APT/APT noarch ALT pl0 OSSG plO0

OnmcaHusa J1abopaTOpHEIX pabOoT M NPpOoUYME MaTepuaJlbl:
http://edu.cbias.ru

Bompockl, KOMMeHTapuu, npemioxeHus: edu-2024@cbias.ru



